DEFENSE ADVANCED RESEARCH PROJECTS AGENCY
675 NORTH RANDOLPH STREET
ARLINGTON, VA 22203-2114

MEMORANDUM FOR: INFORMATION SECURITY OVERSIGHT OFFICE (ISO0)

SUBJECT: FY 2017 FUNDAMENTAL CLASSIFICATION GUIDANCE REVIEW
(FCGR)

In accordance with Mr. William A. Cira’s FY 2017 FCGR Memorandum, dated
17 March 2016. DARPA has prepared and outlined our FY 2017 FCGR Plan, completed
our FY 2017 FCGR Review and provided a list of our active Security Classification
Guides. Please see the attachments respectively.

My POC for Information Security matters is Mr. Timothy Wood, Chief,
Information and Industrial Security (703) 526-1057, Timothy. Wood@DARPA .mil.

ity and Intelligence Directorate

Attachments:
(1) DARPA FCGR Plan, 30 June 2017
(2) DARPA FCGR Progress Report, 30 June 2017


mailto:Timothy.Wood@DARPA.mil

DEFENSE ADVANCED RESEARCH PROJECTS AGENCY
675 NORTH RANDOLPH STREET
ARLINGTON, VA 22203-2114

MEMORANDUM FOR INFORMATION SECURITY OVERSIGHT OFFICE (ISO0)
SUBJECT: DARPA FY 17 Fundamental Classification Guidance Review Plan

Reference: 1500 Memorandum “FY 2017 Fundamental Classification Review”, March 17,
2016

1. PURPOSE: This plan directs the conduct of the Fundamental Classification Guidance
Review (FCGR) as required by the reference. The FCGR is an in-depth review of all DARPA
Security Classification Guides to determine currency, accuracy and applicability under the
requirements of Executive Order 13526, “Classified National Security Information,” section
1.9 and 32 CFR 2001.16.

2. COMPONENT MISSION SUMMARY AND ORGANIZATIONAL STRUCTURE:
DARPA’s mission is to create and prevent technological surprise. DARPA is organized into
six technical offices with individual technological thrust areas. DARPA’s Security and
Intelligence Directorate provides tailored security support across all directorates.

3. SCOPE: The FCGR includes all active Collateral security classification guides produced by
DARPA. Cancelled security classification guides have not been reviewed. Guides reviewed
and determined to be inactive or no longer necessary have been reviewed for declassification
and/or cancellation. At present time, DARPA maintains 101 active Collateral security
classification guides. In total DARPA has:

+ Reviewed 189 security classification guides during this FCGR.
+ Cancelled 29 security classification guides.
« Maintain 59 inactive security classification guides.

a. Collateral Classification Guides. DARPA has leveraged recent FCGR actions and
consider all guides reviewed within the last five years as current provided a current DD
Form 2024 is on file with DARPA Classification Management. Those security
classification guides which have not been reviewed or those reaching the five year review
date shall be reviewed. DARPA Classification Management have distributed security
classification guides requiring review to the responsible Program Security Officer (PSO)
along with the DD Form 2024 and guidance. The PSO, responsible Program Manager
and Program Security Representative constitute DARPA’s subject matter working group
experts for each guide. The PSO have provided DARPA Classification Management a
completed DD Form 2024 along with any recommendations for revision or cancellation.




b. Schedule. DARPA will execute the FY 2017 FCGR in two phases with ISOO reporting

periods incorporated as follows.

INITIAL PLAN AND POC SUBMITTED TO ISOO 28 October 2016
Initiate Phase 1 FCGR for all guides outside the 5 year scope 18 April 2016
Complete Phase 1 FCGR on guides outside the 5 year scope 25 August 2016
PROGRESS REPORT TO ISOO 28 October 2016
Initiate Phase 2 FCGR for all guides nearing 5 year scope 31 October 2016
Complete Phase 2 FCGR on guides nearing 5 year scope 30 December 2016
PROGRESS REPORT TO ISOO 28 February 2017
Publish administrative changes 28 June 2017
FINAL REPORT TO ISOO 30 June 2017




FUNDAMENTAL CLASSIFICATION GUIDANCE REVIEW

PROGRESS REPORT

COMPONENT: DEFENSE ADVANCED RESEARCH PROJECTS AGENCY
DATE: June 30, 2017
PROGRESS UPDATE:

Classification guides reviewed

Classification consolidated 0
Declassification exemptions removed 0
Classification guides cancelled 29

Modifications made to classification duration 0




